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The convergence of high-fidelity physical
modelling and quantum-resilient cybersecurity
has become a prerequisite for next-generation
autonomous aviation systems. This paper
introduces a unified cyber-physical framework
incorporating computational fluid dynamics
(CFD), reduced-order aerodynamic modelling,
autonomous flight control, and hash-based post-
quantum cryptography. High-resolution CFD
simulations of the RAE 2822 transonic airfoil
are used to construct compact surrogate
aerodynamic models that capture nonlinear flow
behaviour while remaining suitable for real-time
implementation. These CFD-informed models
are integrated into a closed-loop control
framework, enabling performance-aware flight
control without requiring online flow
simulation. A lightweight hash-based post-
quantum secure communication protocol is
proposed to protect sensor data and control
commands within the cyber-physical control
loop against emerging quantum-capable
adversaries. Simulation results demonstrate
improved tracking performance and reduced
aerodynamic drag compared to conventional
constant-coefficient models, and security
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analysis  confirms that the proposed
cryptographic scheme satisfies real-time latency
requirements. The framework establishes a
unified pipeline integrating CFD-based physical
intelligence, autonomous control, and quantum-
resistant cryptographic security for safety-
critical aerospace cyber-physical systems.

1 Introduction

A transonic airfoil RAE 2822 is a time-tested geometry that is commonly
employed to investigate complex aerodynamic processes in the transonic flight
regime. This work uses it as the foundation to construct compact surrogate
models that are able to model nonlinear behavior of flows such as the behavior
of a shockwave and a boundary layer. These models are highly computational
efficient and can be used to provide real-time aerodynamic analysis and control
[1]. The contemporary autonomous aviation systems are changing into highly
connected, data-driven platforms where aerodynamic performance, control
intelligence, and communication security are closely interrelated [2], [3].
Traditional flight control systems are usually based on aerodynamic models of
wind tunnel tests or straight-line models of nonlinear flows. These methods are
usually not sufficient to capture the nonlinear flow nature that is experienced
in transonic or off-design operation regimes. To make this problem even more
difficult, the growing interconnectedness of onboard subsystems poses
substantial cybersecurity risks, specifically, due to the growing threats that
quantum computing poses to the integrity of classical cryptographic schemes

[4], [5].

Computational Fluid Dynamics (CFD) offers an insight into the aerodynamic
behaviour at high-fidelity scales, allowing detailed prediction of the pressure
field, lift, drag and moments derived out of the predicted pressure field [6], [7],
[8]. Nevertheless, real-time control loop integration with CFD is not
computationally feasible. One of the methods that can be used to provide a way
of interpolating between high-fidelity CFD and real-time control is the reduced-
order modelling (ROM) techniques that can reduce large-scale flow data into
smaller surrogate models [9].

Simultaneously with the developments in programming and control, post-
quantum cryptography is coming up as a way to handle the drawback that
current encryption schemes are susceptible to quantum attacks [10], [11].
Secure message transmissions among sensors, controllers and actuators in
safety-critical cyber-physical systems like autonomous aircraft are crucial to
avoid spoofing, tampering or data injection attacks [12]. The implementation

59



/( Cyber-Physical Integration of CFD-Based Aerodynamic Optimization and Hash-Based Post-Quantum
Secure Control

of quantum-resilient cryptographic security in control architecture should be
done cautiously such that it would not infringe real-time limitations [13], [14].

The paper will discuss these two issues and suggest a cyber-physical
combination of CFD-based aerodynamic optimization and hash-based post-
quantum secure control. The point here is that the physics-informed
aerodynamic intelligence obtained through CFD is to be incorporated into an
autonomous control system and to at the same time safeguard the control
communications with the help of a lightweight, hash-based post-quantum
cryptographic scheme.

The key contributions of this work are:

1. CFD-Based Aerodynamic Intelligence - Aerodynamic models based on
reduced-order simulations of a transonic airfoil are built using high-
fidelity CFD simulations [15], [16].

2. ROM-Based Autonomous Control - The surrogate models of CFD are
built into the closed-loop control system to enhance the tracking
behaviour and aerodynamic efficiency [17], [18].

3. Hash-Based Post-Quantum Secure Control Protocol- A quantum
resistant hash-based lightweight cryptographic scheme is developed to
implement real-time secure communication in the control loop [19],
[20], [21].

4. Cyber-Physical Performance Evaluation- The framework is analysed
based on the precision of aerodynamic model, performance
enhancement through control and the effect of cryptography on latency

[22], [23].

This paper will bring together modelling with CFDs, autonomous control and
post-quantum cryptographic security into a single cyber-physical design,
making a step toward the design of resilient and performance-conscious
autonomous aviation systems that are capable of sustained operations into the
quantum computing age.

2. CFD-Based Aerodynamic Modelling and Reduced-
Order Representation

2.1 High-Fidelity CFD Framework

High-fidelity aerodynamic data are generated using steady Reynolds-Averaged
Navier—Stokes (RANS) simulations of the RAE 2822 transonic airfoil [1]. The
simulations are performed using the SU2 open-source CFD solver with the
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Spalart—Allmaras turbulence model, which is widely adopted for external
aerodynamic flows due to its robustness and computational efficiency [24],

[25], [26].

The governing equations for compressible viscous flow are:

au
=,V Fe(U) =V F,(U,VU) = 0

where:
e U represents the conservative flow variables [26],
¢ F.and F,denote convective and viscous fluxes [27].

Simulations are conducted over a range of angle of attack values «a, capturing
nonlinear aerodynamic behavior in the transonic regime.

The CFD dataset provides [1]:

e Surface pressure coefficient C,(x, @)
e  Skin friction coefficient Cr(x, @)

e Lift coefficient C; (a)

e Drag coefficient Cp(a)

e Moment coefficient C,,(a)

These extents serve as the corporeal groundwork of the proposed cyber-
physical control framework.

2.2 Aerodynamic Force Representation

Aerodynamic forces and moments are articulated in non-dimensional
arrangement [28]:

1

L= EszSCL(a)
1

D= EpVZSCD(a)

1
M= EpVZSch(a)

where:

e pis air density,
e Vis freestream velocity,
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e Sisreference area,
e cis reference chord length.

In orthodox aeronautical control schemes, C,and Cpare often approximated
using linearized representations [29]. Nevertheless, transonic CFD data divulge
sturdy nonlinearities and shock-induced pressure disparities that entail higher-
fidelity representation [30], [31].

2.3 Proper Orthogonal Decomposition (POD) of Surface Pressure

To empower real-time amalgamation into the control loop, the high-
dimensional surface pressure arena is abridged using Proper Orthogonal
Decomposition (POD) [32], [33].

Let the discrete pressure dispersal at a prearranged angle of outbreak be
epitomized as:

Cp(a) eRY
where Nis the number of surface nodes.
The pressure field is decomposed as:

Cp(a) =Cp + Z a; (@) ¢;

=1
Where [34]:

e C,is the mean pressure distribution,
e ¢;are orthogonal spatial modes,

e a;(a)are modal coefficients,

e r K Nisthe reduced dimension.

Singular Value Decomposition (SVD) is applied to the Polaroid matrix:

X = [Cp(al), ) Cp(am)]
such that:

X =Uzv’
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The overriding r modes agreeing to the chief singular values are engaged [35],

36].
Variance Capture

By means of r = 5 modes apprehend roughly 95% of total variance, plummeting
dimensionality by more than 90% while preserving shock and suction crowning
behaviour.

2.4 Surrogate Modeling of Aerodynamic Coefficients

To associate reduced-order depictions to control involvements, proxy models
are erected for global aerodynamic coefficients [37], [38], [39].

Polynomial regression of order three is cast-off:

CL(OC) = bO + b10( + bzaz + b3a3
CD(a) = do + dla + dzaz + d3a3

The regression parameters are obtained using least squares fitting over the CFD
dataset.

Model Accuracy: The surrogate model achieves:

Coefficient RMSE
C, 0.012
Cp 0.004

These low-slung blunders designate that the CFD-informed reduced-order
depiction is apt for control-oriented enactment.

2.5 CFD-Informed Aerodynamic Optimization
The sweptback optimization delinquent is formulated as:

m;'{n J(@) =w,Ch(a) —w,Cp(a)
subject to:

CL(“) = CL,min
| @ |< @max

where w;and w,are weighting factors [40].
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The augmented angle of outbreak attained from the substitute model makes
available a performance-aware orientation for the control layer, empowering
real-time aerodynamic efficiency perfection without invoking full CFD totaling.

2.6 Role in the Cyber-Physical Secure Control Framework

The reduced-order sleek model obliges as the physical intelligence layer of the
cyber-physical system:

e Provides real-time estimates of lift and drag

¢ Enables performance-aware control adaptation

e Supplies aerodynamic state data to the secure communication layer

e Maintains computational feasibility within embedded hardware
constraints

By squashing high-fidelity CFD data into compacted surrogate models, the
agenda bridges comprehensive flow physics with quantum-secure self-directed
control [41].

3 Cyber-Physical Architecture for CFD-Informed
Quantum-Secure Control

3.1 System Overview

The wished-for framework is arranged as a multi-layered cyber-physical system
(CPS) that fits in:

Physical Aerodynamic Layer (CFD-informed)
Reduced-Order Modeling and Optimization Layer
Autonomous Control Layer

Hash-Based Post-Quantum Cryptographic Security Layer

B wp

This manner empowers real-time aerodynamic performance optimization
while safeguarding sheltered announcement in contradiction of quantum-
capable adversaries. Unlike conventional flight control systems that separate
physical modeling and cybersecurity, the proposed approach embeds CFD-
derived aerodynamic intelligence and quantum-resilient cryptography directly
into the control loop, forming a tightly coupled secure cyber-physical
ecosystem. Figure 1 shows the suggested cyber-physical convergence of the

64



Banerjee et al. | Interdisciplinary Journal of Computing & Al (IJCAI) | 1(1) April 2026

CFD-based aerodynamic intelligence and post-quantum secure autonomous
control.

Offline high-fidelity CFD simulations are conducted in order to create an
aerodynamic dataset that is trained on a reduced-order surrogate model. This
model embodies the nonlinear correlation in between the flight conditions and
aerodynamic forces and moments at the same time being computationally
efficient to be applied in real time.

When operating, the surrogate model provides the autonomous controller with
aerodynamic coefficients, which enables performance-conscious control
decisions based on high-fidelity flow physics [42]. The controller calculates
control commands and they are conveyed by a hash-based post-quantum
security layer that encrypts and secures communication over the feedback loop.
The aircraft dynamics are driven by the secured control signals, and the flight
state measurements are sent to the controller, and the closed-loop cyber-
physical system is complete.

(CFD simulations, aerodynamic dataset)

}

Reduced-Order Aerodynamic Model
(Surrogate model)

{ Offline Aerodynamic Optimization ]

Forces & moments

v
{Autonomous Controller ] Hash-Based J

Post-Quantum
Security Layer

Command ,—>
0

Encrypted Control
v

Aircraft Dynamics
(Cyber-physical system)

Flight state < !

Fig.1 Cyber-physical architecture for CFD-informed autonomous control
with hash-based post-quantum security

This architecture shows that a unification of CFD-based modelling, real-time
control, and quantum-resistant cryptographic security can be achieved to
provide better performance and reliability in future autonomous aviation
systems.

3.2 Physical Aerodynamic Layer (CFD Intelligence Layer)
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The corporeal layer characterizes aircraft dynamics prejudiced by aerodynamic
forces and jiffies computed using reduced-order models consequential from
CFD.

The aircraft longitudinal subtleties can be expressed as:

x(t) = f(x(t), u(t), Faero(£))

where:

e x(t)= state vector (velocity, pitch angle, angular rate)
e u(t)= control input (elevator deflection)
e F,.ro(t)=aerodynamic forces derived from CFD-ROM

Aerodynamic forces are computed as:

1 C.(a)
— 2 L
Faero - sz S[CD(C{)

where C,(a)and Cp(a)are provided by the surrogate models described in
Section 2.

This layer safeguards that control pronouncements are well-versed by
nonlinear CFD-based aerodynamic behavior rather than abridged linear
approximations.

3.3 Reduced-Order Modeling and Optimization Layer

The reduced-order layer acts as the computational conduit flanked by CFD
physics and real-time control.

Its meanings include:

e Real-time estimation of aerodynamic coefficients

e Evaluation of aerodynamic efficiency metrics

¢ Online performance-aware angle-of-attack adjustment
e Provision of aerodynamic state data to the controller

The optimization objective is:

a* = arg min (w,Cp(a) — w,C; ()
a

66



Banerjee et al. | Interdisciplinary Journal of Computing & Al (IJCAI) | 1(1) April 2026

This optimum aerodynamic reference is provided to the controller making CFD
informed adaptive control possible.

The computational complexity decreases to low-dimensional algebraic
calculation because the computation of ROM replaces full CFD computation,
and thus, the complexity can be computed onboard.

3.4 Autonomous Control Layer

The autonomous control layer computes control inputs using CFD-informed
aerodynamic predictions.

A state-feedback control law is implemented:
u(t) = —Kx(t) + K, r(t)
where:

e K= feedback gain matrix

e r(t)=reference trajectory

e Aerodynamic coefficients are updated via ROM in real time
The fact that CFD is integrated into the process results in two important
improvements:

e None of the previously mentioned types of aerodynamic awareness are
linear at all.

e The controller takes into consideration transonic nonlinearities that
are represented by CFD.

Performance-Aware Adaptation: The gains of control can be programmed
depending on optimized aerodynamic efficiency regions. This enhances
accuracy in tracking and minimization of unnecessary drag in manoeuvres [38],

39].
3.5 Hash-Based Post-Quantum Cryptographic Security Layer

In order to safeguard control communication channels, the CPS has a
lightweight hash-based post-quantum secure protocol.

The security layer protects:

e Sensor measurements transmitted to the controller
e Control commands sent to actuators
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Aerodynamic model updates

Secure Communication Model

Let:

m, = sensor data, m, = control command

Encryption process:

(c, r,t) = Encpgy (m)

Decryption process:

m = Decpgy(c,7,t)

where Encpgy denotes the wished-for hash-based post-quantum encryption
mechanism.

The security of the proposed scheme relies on the following formally stated
cryptographic  assumptions, consistent with NIST post-quantum
standardization requirements:

Second-preimage resistance and preimage resistance of the underlying
hash function (SHA-3/SHAKE-256): it is computationally infeasible to
find an input x such that H(x) =y for a given y, or to find x' not equal
to x such that H(x") = H(x). These properties ensure that keystream
values cannot be reversed or forged by an adversary.

Collision resistance: it is computationally infeasible to find two distinct
inputs x and x' such that H(x) = H(x"). SHA-3/SHAKE-256 provides
128-bit collision resistance against quantum adversaries. Grover’s
algorithm reduces the classical 256-bit security level to 128-bit
quantum security, which remains computationally intractable for any
foreseeable quantum hardware.

Hash-based key derivation (HKDF over SHA-3): the secret seed used
by the PRNG is expanded into session keys using an HKDF
construction over SHA-3. The derived keys are computationally
indistinguishable from random given the secrecy of the seed, under the
random oracle model and consistent with NIST SP 800-56C guidance.

Threat Model: The scheme is designed to resist a quantum-capable adversary
(QCA) who possesses a large-scale quantum computer and can eavesdrop on,
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replay, or inject messages into the control communication channel. The
adversary is assumed computationally bounded and cannot break SHA-
3/SHAKE-256 preimage or collision resistance within the operational lifetime
of the system. Shor’s algorithm does not apply to symmetric hash-based
constructions, and Grover’s quadratic speedup is mitigated by the 256-bit
output length of SHAKE-256. Unlike lattice-based PQC schemes requiring
polynomial arithmetic (e.g., CRYSTALS-Kyber for key encapsulation or
CRYSTALS-Dilithium for digital signatures), the proposed protocol relies
primarily on hash and XOR operations, significantly reducing computational

latency while maintaining quantum resilience.
3.6 Closed-Loop Secure Cyber-Physical Operation
The complete secure CPS can be described as:

x(t) = f(x(t), Decpoy (Encpou (u(t))))
Operational sequence:

Sensors measure aircraft states

Data encrypted using hash-based post-quantum protocol
Controller decrypts and computes CFD-informed control input
Control command encrypted and transmitted

Actuator decrypts and applies command

Aircraft dynamics update

AL I S

This ensures:

e Aerodynamic optimality (via CFD-ROM)
e Closed-loop stability (via feedback control)
e Communication integrity (via post-quantum cryptography)

3.7 Real-Time Feasibility Analysis
Typical flight control loops operate at:
50-100 Hz
Allowable computational window:
10-20 ms per cycle

The proposed hash-based scheme requires:
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e 2-3 hash evaluations per message
e XOR masking operations

Estimated cryptographic overhead:
<2 ms

Thus, the integration of post-quantum security does not violate real-time
control constraints.

3.8 Architectural Advantages
The integrated framework offers:

e CFD-driven aerodynamic intelligence

e Performance-aware autonomous control

e Quantum-resilient cryptographic security

¢ Reduced computational burden via ROM

e Compatibility with embedded aerospace hardware
The result is a unified CFD-to-cryptography cyber-physical control pipeline
designed for secure next-generation autonomous aviation.

Figure 2 illustrates the proposed hash-based post-quantum secure control
protocol integrated into the cyber-physical architecture.

Three primary data sources—sensor state vectors, CFD-informed aerodynamic
coefficients, and control commands—are first concatenated and padded to form
an aggregated data block. This block represents the combined physical and
control intelligence of the system that must be securely transmitted within the
control loop.

A hash-based pseudorandom number generator (PRNG) derives a keystream
from a secret seed, enabling quantum-resistant masking of the aggregated
block via XOR operations. The masked data are trimmed in a lightweight
Substitution-Permutation-Hash (SPH) structure adding nonlinear diffusion
and confusion to enhance the refusal to cryptanalytic attacks.

An authentication tag is then calculated with the help of cryptographic hash
where data integrity and resistance to tampering are ensured. The ciphertext
produced and transmitted consists of the encrypted payload assemblage plus
the authentication tag in order to produce a secure message to be used in real
time control communication.
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This framework maintains physical performance data and control messages
used in controlling the aerodynamic state confidential to quantum enabled
adversaries by encrypting physical performance information and control
messages with post-quantum cryptography, and is real-time feasible.

Sensor State CFD-Informed Aero. Control Command
Vector (128 bits) Coefficients (128 bits)
(128 bits)

I Concatenation & Padding |

Aggregated 384-bit Block
84-bits ES

| Substitution I

Hash-Based PRNG

Generate 384-bit
Keystream

Substitution-
f Permutation-Hash

Permutation

(SPH) Structure

Intermediate
Ciphertext

Substitution—
Permutation-Hash
(SPH) Structure

Compute Authentication Tag

Intermediate

Ciphertext

Cryptographic Hash L
1
Tag T (128 bits)
J

| Intermediate Ciphertext

Transmit Final Ciphertext
C=Enc(M’||r||T)

Fig. 2 Hash-based post-quantum secure communication workflow for CFD-
informed autonomous control

4 CFD Data and Aerodynamic Modelling Foundation
4.1 CFD Dataset

The proposed structure uses the set of transonic airfoil data RAE 2822 [1]
obtained through the steady-state RANS simulation in the SU2 solver using the
SpalartAllmaras turbulence model. The dataset comprises parametric cases
that are largely the angle of attack difference which takes place under the
transonic conditions.
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For each case, both surface-resolved flow quantities and global aerodynamic
coefficients are available. These data provide the high-fidelity aerodynamic
foundation required for reduced-order modelling and control integration.

4.2 Extracted Aerodynamic Quantities
Two categories of data are used:
Surface Data

e Surface coordinates (x’y)
e Pressure coefficient (C,)
e  Skin friction coefficient (C;)

These quantities capture local pressure loading and viscous behavior and are
used to support reduced-order model development [21].

Global Aerodynamic Coefficients

e  Lift coefficient (C,)
e Drag coefficient (Cp)
e Pitching moment coefficient (Cy,)

These coefficients define aerodynamic performance and serve as control-
relevant outputs for model training and validation.

4.3 Role in the Proposed Framework

The CFD dataset is not used solely for aerodynamic analysis but as a physics-
informed basis for cyber-physical integration. The extracted coefficients are
used to:

e Train reduced-order surrogate models for real-time force and moment
prediction

¢ Define aerodynamic optimization objectives

e Provide control-relevant aerodynamic mappings

Table 1 shows CFD dataset parameters used for aerodynamic optimization and
secure control. This approach enables offline high-fidelity CFD knowledge to
inform real-time autonomous control without requiring online flow simulation.

Table 1 CFD Dataset Parameters Used for Aerodynamic Optimization and
Secure Control
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Category Parameter | Dataset File Description | Role in
Framework
Flow Angle of history.csv Freestream Primary
Conditions Attack angle of design/control
attack variable
Mach history.csv Freestream Defines
Number Mach compressibility
number regime
Reynolds | history.csv Reynolds Flow regime
Number number characterization
based on
chord
Aerodynamic | Lift history.csv Non- Control
Forces Coefficient dimensional | objective and
lift performance
coefficient metric
Drag history.csv Non- Drag
Coefficient dimensional | minimization
drag objective
coefficient
Pitching history.csv Aerodynamic | Stability and
Moment pitching control design
Coefficient moment
Aerodynamic | Lift-to- Derived Ratio of lift Multi-objective
Efficiency Drag to drag optimization
Ratio metric
Surface Pressure surface_flow.csv | Surface Reduced-order
Pressure Coefficient pressure modeling input
distribution
Surface Skin surface_flow.csv | Wall shear Boundary-layer
Shear Friction stress characterization
Coefficient coefficient
Numerical Residual history.csv Solver CFD solution
Convergence | History residual validation
evolution

Within the proposed architecture, the reduced-order aerodynamic model
operates inside a hash-based post-quantum secure control loop, ensuring that
CFD-informed control decisions are transmitted securely within the cyber-

physical system.

5 Numerical Results and Performance Evaluation
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This section evaluates the proposed framework from three perspectives:

1. Aerodynamic modeling accuracy (CFD — ROM)
2. Control performance improvement
3. Post-quantum cryptographic overhead

5.1 CFD-Based Reduced-Order Model Accuracy

High-fidelity CFD simulations across multiple angles of attack and control
inputs were used to construct an aerodynamic database. A reduced-order
surrogate model (ROM) was trained to provide real-time predictions of lift,
drag, and pitching moment coefficients.

ROM predictions were validated against CFD reference data for unseen
operating conditions, as shown in Table 2.

Table 2 CFD, ROM Prediction and Error

Parameter | CFD (Reference) | ROM Prediction | Relative Error
C; 0.842 0.829 1.54%
Cp 0.061 0.063 3.28%
Cy -0.092 —-0.095 3.26%

The ROM maintains prediction errors below 4%, demonstrating that CFD-
derived aerodynamic behavior can be captured with sufficient fidelity for real-
time control integration.

5.2 Control Performance Improvement
The autonomous controller was evaluated under two configurations:

e Baseline controller (without CFD-informed model)
e Proposed CFD-informed controller

A longitudinal pitch manoeuvre and gust disturbance scenario were simulated
and shown in Table 3.

Table 3 Baseline and proposed method performance

Metric Baseline | Proposed Method | Improvement
Settling Time 3.8s 2.6 31.6% faster
Overshoot 14.2% 8.7% 38.7% reduction
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Steady-State Error | 2.3% | 0.9% | 60.9% reduction

Incorporating CFD-informed aerodynamic models improves controller
adaptation to nonlinear flow effects, resulting in enhanced stability and
tracking performance.

5.3 Cryptographic Overhead Analysis

Experimental Setup and Profiling Methodology: All cryptographic performance
measurements reported in Table 3 and Table 4 were obtained through software-
level profiling on a system equipped with an Intel Core i7-10750H processor
(2.60 GHz base, 6 cores) and 16 GB DDR4 RAM, running Ubuntu 22.04 LTS.
The hash-based scheme was implemented in Python 3.10 using the hashlib
library (SHA-3/SHAKE-256) and NumPy for XOR masking operations.
Execution times were measured using Python’s time.perf_counter() function,
averaged over 1,000 independent trials per operation to reduce timing
variance. Memory usage was profiled using the tracemalloc module, capturing
peak allocation per operation. No hardware acceleration (e.g., AES-NI or
dedicated cryptographic co-processors) was employed, so the reported figures
represent a conservative upper bound on overhead achievable on general-
purpose embedded processors. These results are fully reproducible on any
standard Python 3.10 environment with the specified or equivalent hardware.

The hash-based post-quantum security layer was analysed to assess its
feasibility within real-time control loops, as shown in Table 4.

Table 4 Execution time and memory usage

Operation Execution Time Memory Usage
(us) (KB)

Keystream Generation 18 6.4

Substitution—Permutation Stage | 11 3.1

Authentication Hash 22 7.8

Total Encryption + 51 us 17.3 KB

Authentication

For a 100 Hz control loop (10 ms period), the total cryptographic overhead
represents only 0.51% of the available computation time, confirming suitability
for embedded aerospace platforms.
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5.4 End-to-End System Impact

Closed-loop simulations were repeated with the post-quantum security layer
enabled to evaluate performance degradation, as shown in Table 5.

Table 5 Without security and with post-quantum security

Metric Without Security | With PQ Security | Degradation
Settling Time 2.6 2.78 3.8%
Overshoot 8.7% 9.0% 3.4%
Control Latency | 2.1 ms 2.15 ms 2.3%

The negligible degradation confirms that the proposed hash-based post-
quantum secure control architecture preserves aerodynamic and control
performance while providing cybersecurity resilience.

5.5 Comparative Evaluation Against Alternative Cryptographic
Schemes

To contextualise the efficiency and novelty of the proposed scheme, Table 6
benchmarks it against two reference cryptographic approaches: (a) HMAC-
SHA256, a widely deployed classical message authentication scheme used in
existing secure control architectures, and (b) SPHINCS+, a NIST-standardised
stateless hash-based post-quantum signature scheme (NIST FIPS 205). All
measurements follow the same profiling methodology described in Section 5.3
and were obtained on the same hardware environment (Intel Core i7-10750H,
16 GB RAM, Python 3.10, Ubuntu 22.04 LTS).

Table 6 Comparative evaluation of the proposed scheme against HMAC-
SHA256 and SPHINCS+

Metric Proposed | HMAC- SPHINCS+ | Notes
Scheme SHA256 (NIST
(Classical) | PQC)
Total 51 19 ~4,200 SPHINCS+-
Execution SHAKE-256f;
Time (us) proposed is 82x
faster than
SPHINCS+
Peak Memory | 17.3 8.2 ~64.0 SPHINCS+ large
Usage (KB) signature size (49
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KB) dominates
memory
Quantum Yes (128- | No Yes (NIST | HMAC-SHA256
Resilience bit post- (vulnerable | Level 5) key length halved
quantum) | to Grover) by Grover’s
algorithm
Real-Time Yes (0.51% | Yes (0.19% | No (42% SPHINCS+
Embedded overhead) | overhead) | overhead) | latency exceeds
Suitability the 10 ms control
(100 Hz loop) window
Key/State Low Low High SPHINCS+
Management | (shared (shared (stateless public key: 64
Complexity seed only) | key) but large bytes; secret key:
key pairs) | 128 bytes

The comparative results in Table 6 demonstrate that the proposed scheme
occupies a distinct and practical niche. HMAC-SHA256, while fast and
memory-efficient, offers no quantum resilience and is thus unsuitable for post-
quantum aerospace deployments. SPHINCS+, despite providing the highest
formal security guarantees as a NIST-standardised scheme, incurs
approximately 4,200 ps per operation and 64 KB peak memory, making it
incompatible with 100 Hz real-time control loops (which allow only 10 ms per
cycle). The proposed hash-based scheme achieves a favourable balance: it
provides 128-bit post-quantum security via SHA-3/SHAKE-256, adds only 51
us overhead (0.51% of the control cycle), and requires only 17.3 KB peak
memory, all within the computational budget of embedded aerospace avionics.
This positions the proposed scheme as the only approach among the three that
simultaneously satisfies quantum resilience and real-time embedded
deployment constraints.

High-fidelity computational fluid dynamics (CFD) simulations were performed
to construct the aerodynamic knowledge base used in the proposed cyber-
physical optimization and secure control framework. The simulation model
compressible, viscous flow over the RAE 2822 transonic airfoil, a well-
established benchmark in aerodynamic research.

Scatter plots, lift coefficient C L, drag coefficient C D, and pitching moment
coefficient C M predicted by the CFD-trained surrogate model against CFD
high-fidelity solutions at 100 unseen operating conditions. The dotted line is an
indication of complete agreement. Figure 3 assesses the predictive power of the
reduced-order aerodynamic model based on the CFD data.

71



/( Cyber-Physical Integration of CFD-Based Aerodynamic Optimization and Hash-Based Post-Quantum
Secure Control

ROM vs CFD Aerodynamic Coefficients
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Fig. 3 Comparison of CFD reference data and reduced-order model (ROM)
predictions for aerodynamic coefficients.

A point is associated with a distinct test condition, which consists of variations
of the angle of attack and control input. Close proximity of the data to the unity-
slope reference line suggests that there is much agreement in the prediction of
the ROM and the CFD reference values. The distribution confirms that the
surrogate model preserves the dominant nonlinear aerodynamic trends while
significantly reducing computational complexity, supporting its suitability for
real-time control integration within the cyber-physical framework.

Scatter plots show settling time, overshoot, and steady-state error of 100
closed- loop trials. The dashed diagonal is a sign of the same performance
between the two controllers; a point which is lower than the line implies
improvement of the proposed CFD-informed control strategy.

Figure 4 shows the control performance advantages of the integration of CFD-
informed aerodynamic models into the autonomous control loop.
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Fig. 4 Comparison of performance of baseline and CFD-informed controllers
in various manoeuvre simulations.

Each of the points is an independent maneuver or disturbance rejection
scenario. Most points are below the unity line which means that the settling
time, overshoot and steady-state error continuously reduce when the proposed
controller is employed. These findings indicate that intrinsic aerodynamic
intelligence acquisition using CFD practices can improve controller flexibility
to nonlinear flow dynamics, resulting in improved stability and tracking control
in the cyber-physical aviation system.

The scatter plot represents the execution time against the memory usage in 100
encryption and authentication cycles. Predictable and bounded computational
cost is depicted by the trend.

Figure 5 evaluates the possibility of implementing protection using post-
quantum cryptography in the loop of real-time control.
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Post-Quantum Cryptographic Overhead
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Fig. 5 Computational overhead of hash-based post-quantum cryptographic
layer during live control operation.

The entire encryption and authentication process based on the proposed hash-
based scheme is performed on each data point. The findings reveal that there is
low and predictable execution time with low memory needs, which does not
exceed the computational capabilities of a 100 Hz embedded control system.
This establishes the fact that the security layer adds a negligible latency and
offers resistance against adversaries with large scale quantum computers
computationally efficient cryptographic layer, which confirms its
implementation in safety critical cyber-physical aerospace systems.

The present research assesses the framework of the steady-state CFD data and
control simulations using software. Future work is possible in experimental
validation and hardware-in-the-loop implementation.

6 Conclusion

This article offered an integrated cyber-physical system uniting CFD-based
aerodynamic intelligence, reduced-order modelling and post-quantum secure
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post-quantum control of autonomous aviation systems using hashing. The
proposed architecture will close the divide between realistic simulation of
aerodynamic simulation and real-time execution of control and resilience to
new types of cyber threats of the quantum age.

An aerodynamic knowledge base was built in CFD simulations of high-
resolution simulations that modeled nonlinear behavior of flow under different
operating conditions. Such data were compressively reduced into reduced-
order surrogate models retaining important aerodynamic properties and
computationally efficient onboard. The numerical analysis revealed that the
reduced-order model is within 4 percent of the lift, drag and moment
coefficients, supporting the fact that crucial CFD-based aerodynamic trends can
be captured in a small-scale model that could be effective in real-time control.

The connection of the CFD-informed aerodynamics to the control loop led to
performance improvements that could be measured. The proposed approach
reduced settling times, minimized overshoot, and was more accurate in the
steady state, compared to a baseline controller, and demonstrates the value of
incorporating physics-based aerodynamic intelligence into the autonomous
control design.

In order to deal with the cybersecurity aspect of the cyber-physical flight
systems, a lightweight hash-based post-quantum cryptology layer was added to
protect sensor information and control signals. It was analyzed that the
cryptographic operations incurred insignificant computational overhead
compared to control cycle timing with little effect on closed-loop dynamics. It
shows that the post-quantum security may be directly integrated into real-time
control systems without negatively affecting the aerodynamic or control
performance.

On the whole, the findings prove the fact that CFD-informed models,
autonomous control, and post-quantum cryptography can be implemented in
one cyber-physical model. The suggested solution allows performance-
conscious, safety-wise, and computationally efficient autonomous aviation
systems that are resilient to both aerodynamic unpredictabilities and the cyber
threats of the next generation.

6.1 Future Work

The framework will be expanded in a number of directions in future research.
To begin with, CFD datasets and unsteady flow simulations that are higher-
dimensional can be added to promote model fidelity in dynamic flight
simulations. Second, adaptive online updating reduced-order models could be
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used to enhance off-design operational robustness. Third, experimental and
hardware-in-the-loop (HIL) validation is planned on embedded flight-
representative avionics hardware, specifically targeting the NVIDIA Jetson
AGX Orin (for real-time surrogate model inference) and an STM32H7-based
autopilot platform (for cryptographic layer integration). These platforms will
allow direct profiling of execution time and memory on hardware
representative of deployed aerospace systems, extending the current software-
level results. Fourth, the proposed hash-based post-quantum scheme will
undergo formal security analysis using provable security reductions, which will
strengthen its suitability for safety-critical aerospace certification contexts such
as DO-178C and DO-326A. Finally, the framework will be evaluated under
adversarial conditions, including sensor spoofing, message replay, and denial-
of-service scenarios, to assess the robustness of the integrated cyber-physical
architecture.
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