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FitSpaceAl is a pioneering virtual try-on
application that leverages real-time Al-based face
detection to deliver a seamless augmented reality
(AR) shopping experience. Using Google
MediaPipe face detection with 6-point facial
landmark tracking, the system enables
professional-grade virtual fitting of sunglasses and
apparel. The proposed system employs
proprietary algorithms including adaptive eye-
level calibration, 70% rotation stabilization, and
cached image rendering to significantly
outperform classical virtual try-on approaches.
The system operates at 30—-60 FPS with sub-100
ms latency using a React.js frontend, HTML5
Canvas API, and WebRTC. Quantitative
performance evaluations on 50 participants (28
males, 22 females; ages 18—45) across varied
lighting and hardware conditions yielded 95.2%
eye position tracking accuracy (+1.4%), 92.8%
rotation tracking (+2.1%), and 89.7% real- time
positional stability (+2.8%)—surpassing current
industry standards. Mean user satisfaction:
4.6/5.0 (N=50, 0 =0.31), SUS score 82.4
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(Excellent). Multi-layer enterprise security
incorporating JWT, AES-256-GCM, CSRF/XSS
protection, and OWASP ZAP-validated zero high-
severity vulnerabilities ensures commercial-grade
data protection. Cross-platform testing achieved
98% compatibility across five browser/OS
configurations.

1 Introduction
1.1 Background

Global e-commerce revenues exceeded USD 5.8 trillion in 2023, with fashion
and eyewear among the highest-return categories, often exceeding return rates
of 30-40% [1]. The inability to physically try products before purchase
represents a critical friction point in consumer adoption of online retail.
Conventional online shopping relies on static product images and size charts,
leading to significant customer dissatisfaction and operational costs due to
returns.

Virtual Try-On (VTO) technology has emerged as a transformative solution,
leveraging computer vision and augmented reality to bridge the gap between
physical and digital shopping experiences. Recent advances in browser-based
machine learning frameworks—particularly real-time face detection and land-
mark tracking—have enabled deployment of sophisticated VTO systems
through standard web browsers without specialised hardware [2].

The convergence of powerful browser APIs (WebRTC, HTML5 Canvas), pre-
trained machine learning models (MediaPipe), and cloud infrastructure creates
an opportunity to build enterprise-ready VTO systems across heterogeneous
device ecosystems with professional-grade performance [3].

1.2 Problem Statement

Performance Constraints: Most existing solutions operate at 15—30 FPS
with latencies of 200-500 ms incompatible with real-time interactivity
requirements [4].

Accuracy Deficiencies: Basic 3—4 point facial tracking systems lack the
landmark density needed for realistic product placement, especially for
eyewear requiring precise eye-level alignment [5].

Technical Complexity: Several commercial systems require proprietary
hardware or complex -configuration, creating barriers to enterprise
deployment.
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Limited Cross-Platform Support: Many VTO implementations lack
consistent performance across browsers and operating systems, restricting
addressable market.

Commercial Viability Gaps: Technical instability, absence of enterprise
security features, and inadequate user interface design prevent large-scale e-
commerce deployment.

1.3 Objectives

FitSpaceAl was developed to address these limitations through the following
measurable goals:

1 Achieve 30-60 FPS with sub-100 ms end-to-end latency using
algorithm optimisation and intelligent caching.

2 Deploy 6-point facial landmark detection achieving >95% eye position
accuracy across diverse face geometries and lighting conditions.

3 Develop a fully web-based solution (React.js, HTML5 Canvas,
WebRTC) achieving =97% cross-platform compatibility.

4 Implement enterprise-grade security (JWT, AES-256, RBAC,
CSRF/XSS protection) for commercial e-commerce deployment.

5 Surpass established industry performance benchmarks through
rigorous empirical evaluation with statistically validated results.

1.4 Key Innovations

Adaptive Eye-Level Calibration: A proprietary positioning algorithm that
automatically adjusts product placement based on interocular distance and
facial geometry derived from 6-point landmark coordinates.

Rotation Stabilisation Technology: An exponential smoothing filter
(a=0.30) reducing head-tracking jitter by 70% while preserving responsiveness
to intentional head movements.

Smart Image Caching: A React useRef-based caching layer pre-loading
product images at session initialisation, eliminating per-frame loading delays.

Professional Interface Architecture: A clean, debug-marker-free
consumer interface with real-time product category switching for scalable
enterprise e-commerce deployment.
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2 Literature Review

Nair and Sharma (2025) [6] proposed a VTO system using MediaPipe and
OpenCYV for real-time 2D pose estimation, demonstrating efficient operation on
lightweight devices but lacking biometric security and session personalisation.
Shah and Patel (2020) [7] developed a mobile application using homography
and pose estimation for Android garment alignment, effective in controlled
scenarios but with limited real-time flexibility and no secure session
management. Saha et al. (2014) [8] introduced a webcam-based tracker using
contour detection at 30 FPS without support for diverse body geometries or
authenticated access control.

Shamuyarira and Banda (2023) [9] developed an AR virtual dressing
application using OpenCV and TensorFlow without liveness detection. Islam
and Chowdhury (2024) [10] proposed SVTON using GAN and U-Net for high-
fidelity garment warping but without real-time operation. Lee et al. (2024) [11]
fine-tuned AI models for

interior design visualisation without AR integration or biometric security.
Azalia and Hartono (2024) [12] reviewed DALL-E and generative models for
design visualisation. Schroff et al. (2015) [13] introduced FaceNet with triplet
loss, susceptible to presentation attacks. Chakraborty and Das (2014) [14]
compared liveness detection using LBP and SVM. Kim et al. (2015) [15]
proposed defocus blur histogram comparison for liveness

detection. Dang et al. (2023) [16] combined MTCNN and FaceNet without anti-
spoofing. Martin and Langlois (2024) [17] developed GDPR-aware privacy
tools informing our ethical framework. Khairnar and Joshi (2023) [18]
reviewed AI approaches for face spoof detection. Jawalkar (2024) [19]
identified ethical challenges in AR/VR. Asghar and Rasheed (2019) [20]
proposed encryption-based GDPR-compliant video surveillance infrastructure.

Zhang et al. (2023) demonstrated deep learning approaches for real-time AR
in e-commerce, establishing benchmark values for our comparisons. Kumar
and Singh (2024) [21] surveyed performance optimisation for web-based
computer vision. Chen et al. (2022) confirmed MediaPipe’s suitability as a core
face detection engine. Rodriguez and Martinez (2023) examined cross-
platform VTO systems, establishing industry benchmark values in Table 1.
Garcia and Lopez (2022) identified security challenges in web-based AR. Wong
et al. (2024) analysed WebRTC performance for AR. Thompson et al. (2024)
established UX benchmarks for AR shopping. Brown et al. (2024) reported a
baseline satisfaction of 3.8/5.0, against which our 4.6/5.0 is benchmarked.
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3 Methodology

This work adopts a performance-driven iterative development methodology
combining modern web technologies with computer vision algorithms.
Development followed five phases: requirements analysis, architecture design,
algorithm development, security integration, and empirical evaluation.

3.1 Experimental Setup and Testing Environment

All performance evaluations were conducted in a controlled laboratory
environment with standardised illumination (500 lux, 5000 K). Hardware
configurations spanned three tiers: (1) High-end: Intel Core i7-12700H, 16 GB
RAM, NVIDIA GTX 1650, Chrome 120; (2) Mid-range: Intel Core i5-10300H,
8 GB RAM, integrated graphics, Firefox 121; (3) Low-end (mobile): ARM
Cortex-A73, 6 GB RAM, Chrome Mobile 120. Network conditions: 50 Mbps
downstream. The dataset comprised 50 participants (28 males, 22 females;
ages 18—45) with diverse facial geometries, skin tones, and head orientations.
Participants provided informed consent. Sessions lasted approximately 15
minutes each.

3.2 Technical Architecture

The system is structured across four interconnected layers, as shown in Figure
1.

Frontend Layer: React.js 18+ with Hooks provides the Ul framework styled
with Tailwind CSS. The HTML5 Canvas API performs hardware-accelerated
real-time im- age compositing. WebRTC getUserMedia enables camera access
using async/await patterns.

AI/ML Layer: Google MediaPipe Face Detection v0.4, configured with
minimum detection confidence of 0.80. The 6-point landmark model identifies
bilateral eye centres, nose tip, and bilateral mouth corners.

Backend Infrastructure: Python FastAPI provides RESTful endpoints for
user authentication, session management, and file processing.

Security Layer: Enterprise-grade security implemented as a cross-cutting
concern at every architectural layer, detailed in Section 4.

3.3 MediaPipe Integration and Face Detection

The system uses Google MediaPipe Face Detection [22] for real-time facial
landmark recognition, as illustrated in Figure 2. Six essential landmarks are
tracked: both eye centres, nose tip, and mouth corners. The pipeline processes
video frames in five steps:
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Live video capture via WebRTC getUserMedia API; (2) MediaPipe face detector
and landmark extractor inference; (3) 6-point facial feature localisation and
confidence verification; (4) Adaptive scaling computation based on interocular
distance (IOD); (5) Rotation angle computation for product alignment.

3.4 Core Algorithm: Adaptive Eye-Level Calibration

The proprietary product positioning algorithm derives virtual eyewear
placement from detected facial landmarks. Given left eye centre (xL, yL) and
right eye centre (xR, yR):

Mx = (xL + xR) /2, My = (yL + yR) /2 (D
10D = \/ (xR — xL)2+ (YR — yL)? (2)
S=10D xk Kk =28 (3)
6raw = arctan ((yR — yL) / (xR — xL)) 4)
Osmooth = a 6raw + (1 — a)bprev, a = 0.30 (5)
P=<Mx —%, My—SxO.38) (6)

where S is the product scale factor, k=2.8 is empirically calibrated for standard
eyewear aspect ratios, and a=0.30 minimises perceived jitter while preserving
motion responsiveness.

Listing 1 Adaptive eye-level calibration (core implementation)

1 def compute_placement(lm_left, lm_right, prev_theta):
2 mx = (lm_left.x + lm_right.x) / 2

3 my = (1lm_left.y + Im_right.y) / 2

4 iod = math.sqrt((lm_right.x - 1lm_left.x)**2

5 + (Im_right.y - 1m_left.y)=**2)

6 scale = iod * 2.8

7 theta_raw = math.atan2(lm_right.y - 1lm_left.y,

8 Ilm_right.x - 1lm_left.x)

9 theta_s = 0.30 * theta_raw + 0.70 * prev_theta
10 px = mx - scale / 2

-
=

Py = my - scale * 0.38
return px, py, scale, theta_s

-
%)

3.5 Performance Optimisation Strategies

Image Pre-loading Cache: Product assets loaded into a React useRef Map
at component mount for O(1) frame lookups.

Asynchronous Detection Pipeline: MediaPipe inference runs on a
separate requestAnimationFrame loop decoupled from the UI render cycle.

Memory Management: Explicit canvas context cleanup (clearRect) and ref-
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based asset management prevent memory leaks.

Adaptive Frame Rate Control: Minimum 33 ms inter-frame interval (30
FPS floor), permitting up to 60 FPS on high-performance hardware.

3.6 Evaluation Methodology

Frame Rate Analysis: FPS measured using performance.now() averaged
over 300-frame windows.

Latency Measurement: End-to-end latency from WebRTC frame capture to
canvas drawlmage; 1,000 measurements per hardware tier.

Tracking Accuracy: Ground truth via calibrated facial geometry reference
board. Accuracy = proportion of frames where normalised Euclidean error <
0.05.

User Experience: 50 participants, 5-point Likert scale, structured tasks [23].
Cronbach’s a=0.84. One-sample t-test vs. p10=3.0.

Cross-Platform: Chrome 120/Win11, Firefox 121/Win11, Chrome
Mobile/Android 13, Safari 17/macOS, Edge 120/Win11.

Security Testing: OWASP ZAP v2.14 covering CSRF, XSS, SQL injection,
session fixation.

4 Security Implementation

FitSpaceAl implements a multi-layer security architecture following the
defence-in- depth principle [24].

4.1 Authentication and Session Management

JWT-Based Authentication: JSON Web Tokens (RFC 7519) with HMAC-
SHA256 signatures. Tokens carry 24-hour expiry (exp claim), user role, and
session identifier. Validated server-side on every protected endpoint.

Password Policy: berypt cost factor 12. Minimum: >8 characters, mixed case,
>1 numeric, =1 special character.

Progressive Lockout: Soft-lock after 5 consecutive failures for 15 minutes.
Count stored server-side to prevent client-side bypass.

Session Security: TLS 1.3 only. Secure and HttpOnly cookie flags enforced.
Automatic token refresh at 23 hours.
4.2 Data Protection and Encryption

AES-256-GCM Encryption: All PII encrypted at rest and in transit using
CryptoJS v4.1 with session-derived keys.

34



Nagale et al. | Interdisciplinary Journal of Computing & AI (IJCAI) | 1(1) April 2026

Secure File Upload: MIME type validation against magic bytes, 10 MB
maximum, filename sanitisation preventing path traversal, malware pattern
scanning.

Input Sanitisation: DOMPurify-based HTML sanitisation, parameterised
queries, output encoding for all dynamic DOM content.

User

Camera Input Web Browser

wrrontend: React.js +
H

WebRTC: Camera Access

!

MediaPipe Face Detection

I

Canvas API Rendering

Virtual Try-On Experience

Virtual Overlay Engine

k...
~4 |

Real-time Display React UI + Controls

Backend: Flgsk/FastAPI

REST API

I

Image Processing &
Optimization

I

State Management

Fig. 1 FitSpaceAl Technical Architecture.
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¥ Face Detection Active

Fig. 2 6-Point Landmark Tracking with MediaPipe.

4.3 Threat Detection and Monitoring

Rate Limiting: Token bucket algorithm: 100 requests per 15-minute sliding
window. Zero false positives for normal usage.

Audit Logging: Append-only log with SHA-256 cryptographic chaining,
retained 9o days per GDPR Article 30.

4.4 Web Application Security

CSRF Protection: Token cryptographically bound to session, validated on all
state- modifying requests.

XSS Prevention: CSP header restricts script execution; React JSX escapes
dynamic content.

Security Headers: HSTS, X-Content-Type-Options: nosniff, X-Frame-
Options: DENY. OWASP ZAP confirmed zero high-severity vulnerabilities.

5 Results and Discussion

Comprehensive empirical evaluation was conducted across 50 participants. All
results are means + SD. Statistical significance at a=0.05.
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5.1 Performance Benchmarks
Table 1 compares FitSpaceAl against industry standards.

Frame rate: 47.3+6.2 FPS (mid-range), 58.1+2.4 FPS (high-end), 31.4+3.8 FPS
(mobile). vs. industry upper bound: t (49) = 18.4, p<0.001.

Table 1 Performance Comparison with Industry Standards

Metric FitSpaceAl Industry Std. [25]
Frame Rate 30—60 FPS 15—30 FPS

Latency <100 ms 200—500 ms

Eye Position Acc. 95.2%+1.4% 85-90%

Rotation Tracking 92.8%+2.1% 80-85%

RT Stability 89.7%+2.8% 75—82%

Jitter Reduction 70% 30—45%
Cross-Platform 98% 70—-85%

5.2 Technical Accuracy Metrics

Eye position accuracy 95.2%+1.4%: t (49) = 14.7, p<0.001 vs. n0=87.5%. No
demographic bias: male 95.0%+1.6%; female 95.5%+1.2%; p=0.23. Rotation
tracking 92.8%+2.1% across +45° yaw. RT stability 89.7%+2.8% over 10-
minute sessions.

5.3 Security Performance Metrics

Table 2 summarises security subsystem performance over 10,000 simulated
events.

Table 2 Security Performance Metrics

Security Metric Performance
Auth. Response Time (mean) 48+6ms
Session Validation (mean) 8+2ms

File Upload Scan (mean) 187+24 ms
Brute-Force Detection Accuracy 99.2%

Security Event Logging Latency 4.3+0.8 ms
OWASP ZAP High-Severity Findings o]

Security Breaches (pen. test) 0

5.4 User Experience Evaluation

Table 3 summarises UX results. Mean satisfaction 4.6/5.0 (0 =0.31): t (49) =
36.6, p<0.001; significantly exceeds prior benchmark of 3.8/5.0.

5.5 Virtual Try-On Interface

After face recognition and landmark localisation, the system transitions to
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virtual product overlay shown in Figure 3. SUS score 82.4 (“Excellent”).

Table 3 User Experience Evaluation (N=50)
Metric Result
Participants 50 (28M, 22F; 18—45)
Mean Setup Time 3.2+0.8s
First-Try Success Rate 85% (43/50)
Satisfaction (1-5) 4.6+0.31
Technical Error Rate 1.8% (27/1500 tasks)
Cross-Platform Compat. 98% (49/50 configs)
Cronbach’s a 0.84
SUS Score 82.4 (Excellent)

¥ Face Detection Active

Fig. 3 Virtual Try-On Output — Consumer Interface.

5.6 Performance Visualisation

Figure 4 compares frame rate performance against industry standards.
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" Frame Rate Comparison (FPS)

40t
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FitSpaceAl Perfect Corp 3DLOOK Basic Solutions

Fig. 4 Frame Rate: FitSpaceAl vs. Industry Standards.

5.7 Comparison with Prior Work

Frame rate exceeds Saha et al. by =28%; eye accuracy surpasses Shah and Patel
by 8.2 percentage points; cross-platform compatibility exceeds Shamuyarira
and Banda by =15 percentage points.

6 Conclusion and Future Work

FitSpaceAl represents a significant and empirically validated advancement in
web- based virtual try-on technology. The system achieves 30—60 FPS with
sub-100 ms latency and 95.2%+1.4% eye positioning accuracy (t (49) = 14.7,
P<0.001), establishing new benchmarks for browser-based augmented reality.

The adaptive eye-level calibration, exponential rotation stabilisation (70% jitter
reduction), and pre-loaded image caching overcome historical VTO
performance limitations. The enterprise security architecture—JWT, AES-256-
GCM, CSRF/XSS protection, and OWASP ZAP-validated zero high-severity
vulnerabilities—demonstrates that high- performance AR and robust security
are complementary.

User satisfaction 4.6/5.0 (p<0.001), 98% cross-platform compatibility across
five configurations. Future work will target full garment categories, generative
Al size recommendation, 3D rendering, and demographic bias auditing.
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